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Abstract

In this article we describe how we apply the conceptoattive emergence as a phenomenon of complexity that
implications for the design of sensemaking support tools involving a combination of human analysts and softwa
We apply this concept in the design of work methodslistributed sensemaking in cybersecurity wdknsemaking is
motivated, continuous fefrt to understand, anticipate, and act upon complex situatiiesliscuss selected results g
macrocognitive work analysihat informed our focus for design and development of support tootkat analysis,
identified seven target topics that would be the focus of our research: engaging automation as a full partner, re
volume of uncorrelated events, continuous knowledge discovery, more effective visualizations, collaboratiaring
minimizing tedious work, and architecting scalability and resiliehteaddressing the first target topic, we show
coactive emergend@spiresan agensupported threat understanding process ithabnsistent wittKleinOs Data/Fra
theoryof sensemaking. In subsequent sections, we describe our efforts to address the remaining six target topid
design and development of a cyber operations framework called Sol. Specifically, we describe the use of agen
and visualizatio to enable coactive emergence for taskwork and teamwork. We also show howgpubcged agen
working collaboratively with people can help in additional ways. We introduce the primary implementation fra
that provide the core capabilities of dbol cyber framework: theuna Software Agent Framework and theKAoS Policy
Services Framework. We describe resultsf initial studies addressing some oétissues raised in this articieinally, we
describehe status of Sol and plafar future developrant and evaluatian
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1.

In broad terms, the work of the cybeearity professional
is to formulate answers and undertake actions in response
to questions such as the following:

10. How do | prevent or mitigate the impact of such
attacks in the future?
Analysts working inlargescale Network Operations

Introduction

other conditions (e.g., powdailures) thatmight impact
mission performance Typically working in close
proximity within large rooms filled with individual

Are attacks happening?
What might be their origin?

Centers (NOG) are a vital part of cyber defense as they
monitor, detect, understand, and respond to attacks or

What might the attackers be trying to do?

What might the attackers do next?

Is deception and/or counter-deception involved?

How might the attacks affect my mission now, and

how might they affect it in the future?

7. What options do | have to defend against these
attacks?

8. How effective will a given option be against these
attacks, what effect will exercising it have on my
mission, and how is it likely to affect the future
actions of allies and adversaries?

9. Might a defensive action ““give me away™’?

ok~ wNE

workstations and a video wall at the front intended to
keep everyone aware of important developments that may
affect their wok, they are organized into hierarchical
groups with different duties or spans of responsibility.
Some analysts are more focused on ongoing monitoring
of events at the momeftt-moment level, while others are
responsible for strategic direction ordepthanalysis of
serious incidents.

Despite the signifiant attention being given to the
critical challengesof cyber operationsvithin largescale
NOCs the ability to keep up with the in@singvolume
and sophistication of netwowrktacksis seriously lagging.
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Cyber defense, by its very nature, is asymmetrically
disadvantaged in stefforts to fend off attackemnd the
perception by mosof the experienced analystgee have
encountereds that the imbalance is worsening. While
attackers ca strike at their leisure and can profit from the
careless exposure of virtually any vulnerability, defenders
must be continually vigilant and respondWboth
proactively and reactivel to potential threats relating to
any aspect of their systems.

Throwing more compuhg  horsepower at
fundamentally limited visualization and analytic
approaches will notget us anywhere Extensive

experience in domains with similar challenges has shown
that the kinds of complex automation often seen in NOCs
today do not adegtely leverage human creativjty
ingenuity, and flexibilityN besides actually hindering
analyst effectiveness isome ways. Though ongoing
efforts to increase computing resources amdprove
technology is essential, the podoft providing these
enhanced pficiencies is not merely to make
computationaltools morecapable in and of themselves,
but also to make analysts marapable through the use of
such technologies [75]. To better empower these
professionals, waeed to seriously rethink theay cyber
operationstools and approaches haween conceived,
developed, andeployed.

In this article, we focus on selectedproblems for
distributed sensemaking and resporisecybersecurity
work. In particular, we describe our experiences in
applying knowledge about theognitive sciences to help
analysts working idargescaleNOCs Though it will be
impossible in this article tdiscussmore than a sampling
of relevantreseach, we will survey someconcepts and
findings running the gamut from basic cognitive science
(e.g., perception, attention,inference individual
differences) to socigognitive issues (e.g., theories of
social interaction, humaautomation teamwork).

As rdionale for the principles used in our work design,
we present the results ofnaacraognitive work analysis
(Section 2) In that analysis, we identified seven target
topics that would be the focus of our research: engaging
automation as a partner, redugirthe volume of
uncorrelated events, continous knowledge discovery,
more effective visualizations, collaboration and sharing,
minimizing tediouswork, architectingfor scalability and
resilience

In addressing the first target topic, vaescribethe
Klein, et al. Data/Frame theory of sensemakimgnd
introduce the concept ofcoactive emergence. In
subsequent sections, we describe our efforts to address the
remaining sixtarget topics as part ohe design and
development of a cyber operations femork called Sol
(Sections 49). Specifically, we describe the use of
software agents, policies, and visualization to enact a
sensemaking strategy for taskwork and teamvirsgired
by the phenomenon of coactive emergence

We also show how poliegovernedagents, workingn
tandemwith people, can help in additional ways. We
introduce the primary implementation frameworks that

provide the core capabilities of our Sol cyber framework:
the Luna Software Agent Framework and theKAoS Policy
Services Framework.

Finally, we describe resultsof empirical studies
addressing some of the issueaised in this article
(Section 10) as well as anticipated trajectories for future
development of the Sol framewof8ection 11).

2. Macrocognitive Work Analysis

Macrocognitie  work is how cognition adapts to
complexity [5]. Distinguished from the phenomena of
cognition that are studied in the traditional psychology
laboratory, maacognition includes such functions as
sensemaking, adapting, and collaboratinge Btudy of
macrocognitive work involves methods of cognitive task
analysis, although we recognize thta¢ termQaskO ast

is traditionally usegis less apt than the term Ow@rk

2.1. Approach

As we begarhe effort that we report here, we engaged
in a literature survey, obtrusive workplace observations,
participation and discussions as part of training exercises,
and semistructured interviews, case study reviews, and
discussions with cyber defense analysts in government
and private industry. Concephaps, text notes, and
drawings were used to record our sessions, however no
formal methods of knowledge modeling were used and no
formal analysis of the results was undertaken.

Our approach was oriented aroufair major kinds of
inquiries:

1. Finding out what aspects of the work-shaping
technologies were most important yet caused the
most difficulty. Of prime value to gaining an
understanding of the analystOs work and its
requirements was to understand what activities are
the mostimportant for conducting wdk effectively
and why.We tried to learnwhich of theseémportant
activities were the most difficult to manage or
overcome.Subsequently, wexplored some of the
perceived reasons for this difficulty. This kind of
exercise starts to give us focus in doquiries and
research directions, in order to assure that we are
working on problems of high va#[1]. We call these
areas of interest Otarget topics.O
Inquisitive observation of practice and discussion of
case studies to understand the *‘actual work.” We
supplemented our observation of experts through
readings and discussions of case studies and work
practices. In addition to studying guidelines for
standard opet®mns, we have been interested in
deviations from these expected practjcethe
presence of OinvisibleO (vs. overt) worknd
contextual adaptations in the face of field expediency
[2]. We reviewed case studies with experts under a
modified Othink aloudO procedure. Thatvis,asked
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analyststo tell us generally what they were doing at
different stages of the activities being reviewed, and
we were able to ask quegi® as their activities

interacted with particular points that we were trying
to understand. We paid particular attention to any

Among the target topics(challenges to the
macrocognitive workjhat emerged from owbservations
and discussionsvere the following Most of these are
specific instances of problentisat were actuall\created
when tool developers tookdesignercenteredather than

encounters with the Otarget topics.O

Of particular interest are cases that may be seen as
challenging analysts for reasonsuch as the
following: 1. they taxed the limits of their expertise
(e.g., the solvig of an analytic OpuzzleO); Bey
required various workarounds (e.g., technology gaps;
organizational or procedural inconveniences that
necessitated OextraO steps in the&kyvor 3. hey
raised personal, organizational, or policy dilemmas
(e.g., situations where simply following the accepted
procedure would have produced an unacceptable
result, or where invisible or explicit organizational
and policy structures created barsieto effective
performance). Such inquiriedentify leverage points
for technological interventions, and revazgffective
problemsolving strategiethat affectindividual work
performance andollaboration (see, e.d3]).
Finding out the analysts’ “desirements” [76], that is,
functionalities and features they woulétd to have
that would make it easier for them to achieve their
work goals. We condeted additional structured
discussion®n specific questionwith analysts to get

feedback on design ideas that the team had generated.

These discussions continued throughthe project,
feeding a spiral development process on the major
technological capabilities developed.

Creation and refinement of a scenario as part of the
quest for generalizability. Based on information
gleaned from the activities described above, we
created a detailed scenario of a 24/7 network
operationscontext.The scenario providka narrative
that would illustrate, and qualitatively represent, the
policy-driven, agenbased monitoring and control
capabilities being developed. The scenario was
reviewed, discussed, and refined witproject
sponsors with professional colleagues, and with
practicing analysts Discussions of the scenario
helped reveal hidden requirememisd concernshat
were not always revealed directly by the work
analysis itself.

Cognitive engineeng approacks of this sorentail a

a humarncenteredapproach talesign

1.

Engaging automation as a partner in the rapidly
evolving process of sensemaking and response.
Analystsare accustomed to using a pieceal set of
software tools in the accomplishment of their work,
pulling out a software OwrenchO when a wrench was
called for, and a software OhammerO when a hammer
was called for. Each toohad beendesigned to
perform one or more specific, generic tashst no
tool really @Qnderstandd the overall work in which
the analystmight be engaged. It was people who
provided the knowhow needed to use the tools, the
sometimesarcane routines needed to transfer data
among them, and, most importantly, the
understading of the overall context and objectives
that motivated and shaped the effort. When the tools
were not merely passive, they were seen as
adversaridll targets of pointed cursing because of
their limitations (a phenomenon called Oautomation
abuser7)).

The dream of analysts was not a toolset, but a
software teammate thatould understandomething
about what they were trying to do and could actively
assist them inoverall sensemaking and response
processel both teaching them and being taught in
an iterative process of mutual interdependence. Could
todayOs stovgiped tools be integrated intocontext
sensitive, taslaware, and assistiveapability? A
related problm is that both the nature of attacks and
the details of work practice inevitably change much
more rapidly than the traditional software
development and release cycles currently support.
Would it bepossible tabuild technologieghat could
evolve as quickly as threaamd responsedo? Could
a system be made to straightforwardly assimilate
future analyticand respons@énovations that cannot
presentlybe anticipatedZould the tools for creating
that new work system be made simpleand yet
adaptive enough sucthat analysts could use them in
do-it-yourself fashion?

Reducing the great volume of uncorrelated low-level

level of complexity and nuance that is not encountered in

more traditional classroom or laboratory studies.
However, because of the broader
considered inour Ofield researchO apprgask believe
that it is more likelythan laboratory experimentatido
reveal underlying factors that will enable recommended
improvements in organizational, policy, awdrk systems
design and would enable technology support to have a
more powerful, prediable, and lasting impact.

2.2. Target Topics and ODesirementsO

range of issues

events. Analysts tasked with monitoring and
performing triage on network eventgan be
overwhelmed by the massive volume of umetated.
low-level, and simplistic alerts and alarms with which
they were continuously confronted. Analysts asked
for better tools for the detection of complex
anomalies, especially those that are conspecific

or involve correlations across multipletdasources.
They wanted help in understanding history and
trends, so they could better understand what was
normal and recognize when significant letegm or
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shortterm deviations in expected findings are taking
place.

Enabling continuous knowledge discovery and
enrichment. Analysts continually divide their time
among a multitude of tasks. Their work in pursuing a
given objective may be interrupted for hours or days
while they deal with a sudden emergency. Tools that
could continue to monitor relevant dasaurces in
their absence, enrich results with pertinent
information (e.g., geographic localization, entity
identification and elaboration, database correlations),
and organize those results on their own for later
review by the human analyst were seen agniga
great potential.

Overcoming the inadequacies of visualization tools.
Visualization tools were seen as inadequate in several
respects. One problens scalability. For example,
parallel coordinate displayare not inteligible for
any more than a festozen network traffic records
Another problem was the form and content of what
was presented. For instance, dashbatyte displays

do not present information of different types in an
integrated and meanindfufashion that directly
answersanalyst questianof central interest. Displays
aretypically technologycenteredl focusing on what
can easily be shoviirather than humanentered
focusing on what needs to be known. Display designs
arefatiguing rather than appropriately stimulating to
the eye and the ingénation because thego not
reflect sensitivity to issues dfuman perception and
cognition.

Another issuds a lack of interactivitil effective
sensemaking requires not just OseeingO the data but
also being able to probe and interact with @nd, in
addiion, requires the capability for the analyst to take
action when necessary without having to move to a
different display osoftware applicationDisplaysare
typically retrospective, showing something that had
happened, rather than helping analysts anticipate
what might happen nexhrough the extrapolation of
current trendsand assisting them in taking proactive
measures when appropriate.

Encouraging collaboration and sharing across
individuals and distributed groups. They face a
plethora of information sharing challenges that
sometimes lad to critical failures in achieving the
common ground neededor understanding and
effective action. First, analysts wergometimes
unaware that information they possessed could be
useful to someone else, or vice versa. Second,
analysts are limited to specific means of
communication (., phone calls, chats) thaian
male it difficult and timeconsuming to convey the
richness of their observations. Third, thsmplistic
nature oftodayOsligital pdicy management systems
resultsin ambiguities about what could be shared
with whom, and sometimes dds to outof-band
workarounds to circumvent inflexible systems when
all else #&iled. Fourth,and most fundamentally,

shared visualizabns, such as those that might appear
on large displag at the front of a room housing a
NOC, have generally suffered from a lack of careful
study of what kinds of information miglattually be
usefulin such contexts

6. Minimizing the burdens of tedious everyday work.
Analysts complained about the amount of tedious and
time-consuming work, including writing of a variety
of report types. Awkward adaptations have
proliferated as means to manage their bosdand to
deal with the rigidity of tools and procedures. The
ability to assess the status and progress of ongoing
individual and group activities was sorely lacking.
The need for a means of capturing and sharing
knowledge with lesexperienced analysts as
expressed. Related to this problem was tes lof
important Oorganizational memoryO when analysts
left or retired or when a case walinishedO

7. Architecting for scalability and resilience. Our
interviewees said that they imagined thduture
analysts would need to be able to work securely and
effectively in increasingly heterogeneous computing
environments. Unfortunatelysoftware systemsre
not usually designed with thferward lookin mind.
On the one hand, there is a need for a maing
architecture thatan automatically scale twarying
computing and network resources. On the other hand,
new kinds of computing devices, large and small, will
continue to proliferate, and analyst will want to be
able to use and synchronize theiroimhation across
all of them. In addition, organizations will
increasingly expecttheir technological support
systems to be engineerddr resilience, ensuring
mission continuity, even when undettack or
experiencing failures.

We are using thabovetargé topics and OdesirementsO
to guide the design and development of a cyberatipers
framework called So[4]. In the next sections we will
describe our efforts taaddress the first target topic:
engaging automation as a partnerSkrctiors 49, we will
do likewise for the other topics.

3. Engaging Automation as a Partner

With respect to our first target topithe analystswe
interviewed werenterested in egagirg automation as a
partner in the process of sensemaking and respdmse.
order to lay the groundwork fax subsequent discussion
of the details of the design of Solve first give an
overview of what we mean by the term Osensemaking®
(Section 3.1). We outline the role of software agents as
partners in sensemaking (Section 3.2). We then introduce
the concept otoactive emergence (Section 3.3)In doing

this, we drawon the work of Johnson, who coined the
term Ocoactive designO as a way of highlighting
interdependence as the central organizing principle
among people and agents working together
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Recognize
or construct

Define, connect
and filter
the data
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- Elaboration
Preservation Cycle
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A 4

Reframing
Cycle

Elaborate Question
a Frame a Frame

Add and fill slots Track anomalies Compare frames
Discard data Detect inconsistencies Seek a new
Seek and infer new data Judge plausibility frame
Seek and infer new Gauge data quality
relationships

Figure 1. The Data/Frame Theory of Sensemaking

[71[8][9][10][92]. We see coactive emergenbeth as a
phenomenon of complexity aradso as a strategy for the
design of sensemaking work that combines the efforts of
humans and software agentsin understanding,
anticipating, and responding to unfolding evéhboth

the foreseen and the unforeseen.

3.1. Sensemaking

As defined by Kleingt al. ([5], p. 71), sensemakingsO
a motivated, continuous effort to understand connections
(which can be among people, places, and events) im orde
to anticipatetheir trajectories and act effectively.O

Figure 1 illustrates what Klein and his colleagues call
the Odata/frame theory of sensemakifg§p) g. 89). At
the most bsic level, the theory acknowledges that
understanding situations always occurs with respect to a
framing perspective. The frame constitutes a set of more
or less coherent hypotheses about the data to be
understood, and serves both to determine what camts

data of interest and to shape the interpretation of the data.

Note the absence of input and output arrows in the
diagram. The sensemaking process can start, or
recommence at any point, even though it is often triggered
by surprise.

As data accumulatehe sensemaker may be confronted
with the question of whether to elaborate a current frame
by incorporating new details, or to seek a new frame that
better accounts for current findings. The process involved
in the ongoing evaluation of a given frame indathe

In this article, the term Oagent,O standing alone, will always refer to a
software agent. Likewise OanalystO will always refehtorean analyst.

possibility of a closedoop alternation between
backwardlooking mental model formatidhwhich seeks
to explain past everitsand forwardlooking mental
simulatiorN which anticipates future events.

The application of sensemaking concepts to the &éld
intelligence analysise(g.,[11]) has looked at the ways to
shape the sensemakersO investigative procedures in order
to help them counteract lines of reasonthat might lead
to misconceptions.A basic foundation for analyst
sensemaking having been la@ready in the research
literature a next stepis toward implementation of a
sersemaking support system that can harness the joint
power of humars and machine. In particular, an
understanding is needed tife potentialimpact of new
forms of visualization and automation on the sensemaking
process, and how such tools ought to be designdight
of what we already knowlhe emphasis of our own work
on sensemakinis to put questions about the role and
benefits of computer interaction with peogtent and
center

In their discussion of the data/frame theory, Klein,
al. conjecture that the role of machines in assisting people
with sensemaking may not be merely to confirm or
disconfirm the accuracy of a particular interpretation with
respect to a given frame, but also as an aid in the
reasoning process that leads to thesgibility of
reframing: @he implication is that people might benefit
more from intelligent systems that guide the improvement
of frames than from systems that generate alternative
understandings and hypotheses and foist them on the
humanOl[6], p. 89). This conjecture is consistent with the
view of Woods,et al., who have adopted a stance to
resilience engineering that takes as its basic assumption
that Ohuman simms [are] able to examine, reflect,
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anticipate, and learn [i.eengage insensemaking] about
[their] own adaptive capacity{14], p. 128).

It is in the spirit & these observations that we are
exploring the concept ofcoactive emergence as a
phenomenon that occurs in macrocognitive work systems
[15]. Moreover, precisely lmause sensemaking provides
a good model of macrocognitive work, coactive
emergence can be used simultaneously as a strategy
guide work design. Below, we motivate the use of
software agents as active peers in sensemaking and
response processes (Sectia?)3 Then wedescribethe
concept of coactive emergence (Section 3.3). In later
sections of the paper, we will describe our implementation
of this approach within the Sol framework.

3.2. Agents as Sensemaking Partners

Many advantages of direct manipulation interf&tes
those based on windows, mouse, and keyboard
interactioN begin to fade as tasks grow in scale or
complexity. Among other challenges, people are likely to
encounter problems in dealing with large search space
passive ractionsthat respond onlyo immediate user
actions lack of composability of basic actions and
objects, lack of sensitivity to context, orientation to
generic software functions rather than an orientation to
contextsensitiveworker tasks andneeds, lack of long
term temporal continuity, and no improvement of
behavior. Researchers at IHMC have been pioneers and
innovatas in software agent technologfl6][17][18]
which addresses these problems by combining the
expression oluser intention through direct manipulation
with the notion of anindirect management style of
interaction [19][20]. By their ability to operate
independently in complex situations without constant
human supervisioncollaborating teams of agents can
perform tasks on a scale that would be impossibie
otherapproaches to duplicate.

Software agents are typified by theictive, adaptive
nature. This quality is often characterized in #réficial
Intelligenceliterature by the word Oautonomyd@wever,
as we have argued elsewhdi2l][22][91], autonomy
sounds like just therrong word for characterizinggents
like oursthat are designed to assist, rather than replace,
people. Though we are certainly interested in making
these agentsnore active, adaptive, and functional, the
point of increasing these proficiencies is not merely to
make the machines more independent when independence
is required, but also to make them more capable of
sophisticatedinterdependent joint activity with people
[71[8][9][10][92]. In addition to being able to hand off
their tasks tasuch agentspeople need to be able to work
in simultaneous collaboratidhi.e., coactivel{l with
them, participating in joint activity ina fluid and
coordinated mannd23][94]. In this way, weHldesigned
software agentsin their ultimate manifestations, become
teammates rather than ole [6][21][24][34]. This is
consistent with our ultimate goal that these agents be

more than mere processors of data, but, in addition, that
they be capable of the more demandmguirement of
full engagement as assistants to analysts in
sensemaking process itself.

Our cognitivetask analysis identified threaspectsof
sensemaking that could be supported by software agents:

the

1. ldentifying and understanding cyber threats (making
sense of taskwork). Not surprisingly, taskwork
receives more attention than other facets of
sensemaking in analyst traininddentifying the
central challenge of human analysts in this regard,
Branlat,et al. ([12], p. 7)have insightfully observed
that, in cyber defense analysis:

E the detection of elementary and potentially
suspicious traces of activitjoes not seem to be the
main problem, apartrém the latency [when
analysts and their tools cannot keep up with
events].The bigger issues adeterminindge what

it means in terms of purposeful actions perpetrated
by theattacking team

2. Helping maintain common ground and facilitating
coordination among human and agent team members
(making sense of teamwork). Among other things,
such information helps analysts become aware of
pertinent information coming from others,
synchronize handoffs, and realize when progress is
running ahead or behind expectations;

3. Helping people and agents maintain awareness of
background information relevant to their activities
(making sense of work context). In NOC, this facet of
sensemaking is addressed in part by large displays in
the front of the room where breaking news and
stdistical summaries are posted for @il see Much
can be done to increase the effectiveness of current
wall displays of this sort.

We now discuss the firstaspect of sensemaking
describe aboveThe other twoaspectswill be discussed
briefly later in thepaper.

3.3. Coactive Emergence

In systems theory, emergence denotes the phenomenon
whereby unexpected phenomena or behaviors arise from
interactions among the systemOs functional components.
Emergence in complex systems is often studied through
agentbasedmodels. Such models combine the interaction
of individual agents possessing individual strategies with
deliberately imposed constraints particular to a given
environment of interest (see, for examd@g], p. 117).
Although the individual agents are governed by fixed
rules, new patterns can arise from their interaction that,
when manifested, enable people to see previously hidden
relationships among what once sednie be disparate
particulars. In this fashion, we can view the production of
new knowledge as a form of emergef@g].

In Sol, mactive emergencalescribes an etrative
process whereby secure system configurations, effective
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responses to threats, and useful interpretations of data are
continuously developed through the interplay of joint
sensemaking and decisiomaking activities undertaken

by analysts and softwarmagents.

Ideally, the process of coactive emergence is
synergisti¢ leading to progressive convergence on threat
hypotheses. Of coursepmpetition among hypothesées
also desirable in sensemaking in order to encourage the
exploration of the same spacer (a wider space) from
different perspectiveand to avoid premature closure

The key features that support the process of coactive
emergence in the cyber sensemaking process are design
for coactivity, design for coevolution of tasks and
artifacts, and degn for seconebrder emergence.

We will explainour application of the phenomenon of
coactive emergencen more detail below, following a
discussion of the tasértifact cycle.

Design for Coactivity. Our use of the word OcoactiveO
is meant to emphasize thmpint, simultaneous, and
interdependent nature of collaboration among analysts
and automated agenf82]. This is in contrast to more
common attempts at implementing hurraachine work
systems that rely on schemes whereby tasks or subtasks
are allocated wholesale to a person or a machine. Simple
task allocation approaches not only introduce a single
point of failure for a given task but also hinder others
from contributing collaboratively to a teammateOs work.

Interaction design is not simply a matter of putting a
human Oin the loop,0 and it certainly isnOt a matter of
relegating the human to be Oon the logs,Gome have
recently advocated. It requires understanding where
people and machines can each best contribute and
knowing how to design a work system to support resilient
performance and the kind of interdependence that enables
humans and machines to wakectively as teammates.

For examplethe Sol cyber displayarenot conceived
as a traditional, dedicated singteachineto-singleperson
display punctuated sporadically by visual updates and
user commands, but rather as a common suiface
Omediating mresentation®on which any number or
combination of analysts and software agents can engage
as a team in continuous interaction. In spirit, the
Observatory becomes a visual equivalent of the Al
blackboard systems of the 1980s: continuously running
softwareagents post interesting results in the context of
the ObservatoryOs single frame of reference in anytime
fashion while analysts make their contributions on the
identical surface asynchronously. The coactive nature of
our Ovisual blackboardO design allteam members to
make their contributions while maintaining a common
understanding of the evolving situation.

That said, the value of coactivity is only realized to the
extent that the work system design supports significant
coevolution of tasks and artifscin response to these
contributions.

Design for Co-Evolution of Tasks and Artifacts. In
contrast to more typical software developmerdctice
humancentered design requireaco-evolutionof the
worker task and the technologrtifact, asarticulated

more thantwo decades ago idohn B.CarrollOs task
artifact cycle [25]. The taskartifact cycle (Figure **)
includes two parts the first involves thedesign and
development of artifacts to helpiorkers perform their
assigned tasks; the secar@hcerns the way that the use
of the artifacts defines new perceptiopgssibilities,

or constraints of use that change the way the task is
performed.

[€

Figure 2. The Task-Artifact Cycle

Though the basic concept is a good one, the
development cycle as typically implemented is too slow
to keep up with the fast pace of change in threats and
analyst practicg¢78]. To speed up the process of parallel
evolution of tasks and vk practices, we are proposing
tools and metbdology based on the concept afactive
emergence.

Our interest in the principle of coactive emergence
comes from he hope of eventually enabling the work
systemOs evolution can occur rapidly and continuously
as tasks and threats develop, rather than requiring
potentially long delays as updated versions of software
are released to meet new requiremerBecause the
definition of new agents, agent tasks, and redirection of
agent activity can occur interactively at ftime, the rate
of co-evolution of work practices and system activity can
better keep up with continuous changes in threats than it
currently does in tyipal software development practice.

The goal is to combine the knewow of people and
agents imn ongoing scaffolding processs newkinds of
threatsare discoveredagents can be directed to detect
patterns that will identify and characterize them. In
addition, some patterns can bkarred by agents
automatically and presented to analysts for validation, as
illustrated in Section 5.3Moreover, as new analytic
innovations are developed, new kinds of sensing agents
also @n be straightforwardly adde@he current version
of Sol contains graphical interfaces to allow analysts to
perform all these tasks in specific instances. To make
these into generglurpose capabilities will require
considerable elaboration of these interfaces, but not of the
basic archictural framework that already supports them.

Design for Second-Order Emergence. In the case of
the Observatory, the process of emergence is meant to
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operate at two levels:irst-order emergence occurs when
software agents and human analysts apprehend
mearnngful patterns in the results obtained by the
interpretive models (that is, agent policies and software
configurations currently in force) for a given dataset (see,
for example,[28], p. 11B118). This sort of emergence
resembles the process of frame elaboration in the
data/frame model of sensemaking, where the algorithms
specific to particular software agent classes, coupled with
policies currently in place, drivethe ongoing
interpretation of incoming data.

Second-order emergence arises fromchangesnade by
software agents and analysts to the interpretive models
themselves. This sort of emergence resembles the process
of reframing in the data/frame model of senaking.
Changes to the interpretive model affect the entire
systemOs behavior, much in the way genetic evolution
operates over a population of geifese, e.g.[29], p. 90).
However, in contrast to those natural systems that effect
secondorder changes in response to environmental
influences that are indifferent to the objectives of the
system itself, the analysts and software agents
collaboratingthrough the Observiory mutually seek to
influence the direction of adaptations so that they
converge on shared sensemaking objectives. In other
words, analysts seek to change the behavior of software
agents in helpful way$éand vice versa. For instance,
analysts can add, dgé, or change software agent policies
on the fly to modify the interpretations or threat responses
of agents. In their turn, software agents present their
interpretations to analysts in ways that can influence
analyst interpretations or responses.

Analysts create

Analysts policies to direct
evaluatg agent / '\ \ orredirect agent
findings - N activities
Agents present y . Ag /m Agents interpret
findingsto |\ / data and
analysts oo reconfigure
——— systems
Agents anticipate c0n'5|stent with
future trends and policy
enrich
interpretations

through learning
Figure 3. The Coactive Emergence Cycle

The ability to create or modify software agents on the
fly to support secondrder emergence is the capstone
feature that enables the kind of plasticity needed to
support cyber sensemaking. Figure 3 illustrates how this
process can be seen as an experience of mutual teaching
and learning among humans and software agents:

1. Agents are preoded in Java to perform particular
classes of common tasks (e.g., tagging, correlation
see Section 4.2). Analysts use their knowledgdo

6.

characterize previousy known and hypothesized
patterns of attackand to encode these patterns into
high-level declarative policies that enable thgents

to detect and monitor them in a secure, predictable,
and controllable manner.

Subsequently, agenisterpret and enrichreattime
data containing these patterns for presentation to
analystsWithin the constraints of policy, agentsay

not only sense but also &tfor example,
manipulating system corfjurations to improve
security.

Agents optionally enrich their findings with

additional information gleaned through learning (e.qg.,
hypothesizd correlations between sets sdispicious
flows, anticipated future trendsBecause of their
built-in abilities to reason about and explain thei
actions using ontologies and to work together
dynamically to analyze and synthesize meaningful
events from the raw datat multiple levels of
organization, software agent interpretations can be
more easily made to match the kinds of abstractions
found in human interpretationsnore closely than
those that rely exclusively on lelevel sensors

Agents aggregate and present their findings
anaylstsby visually annotatinggraphicaldisplays in
reattime in order to highlight and draw the attention
of the amlyst to anomalous or otherwise interesting
elements, such as possible attacWg¢e call such
displays mediating representations N highly
communicative visual modebf the situation that can

be simultaneously used by mixed teams of people and
software agets in order to come to a common
understanding of a situatig@6][27]. For example, in
our Observatoryvisual display(to be discussed in
Section 6, and shown in Figures* and **),
highlighting and coloration of threat information
reflects reatime agentagging. In addition, we
capitalized on additional suggestions by pitemers

by allowing flows of interestto be further annotated

by attaching OflagsO to the endalbredsegmert of
particular flows. The flag colors and what they
indicate (e.g., type of attack, presence of flow source
in blacklist) ca be customized yb the analyst.
Analysts interact with these displays in order to
explore and evaluate how agent findings bear on their
hypotheses.

As agentderivedinformation is presented to analysts,
they may agree or disagree with agent findings,
leading to further coections and refinements of

interpretations, and consideration of response
options
Based on refinements of their hypotheses and

guestions from these explorations and evaluations,
analystscontinue to direct antedirectongoing agent
activity through theconstrucibn of new agents,
modification ofagent policies, anédxtensions tdines

of inquiry.
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Benefits of the approach. As with all forms of
macrocognitive work, ouremphasis onthe coactive
participation of humans and machinesn threat
understandingroceeds from the premise that the use of
teams involving such a mixan increase the range,
richness, and utility of models that could be explored by
peopleor computers alone. lhumanagent teams, people
occupy a privileged positioms compared to mactés
because, among other things, they generally know more
about the waythat joint tasks interact with broader
ongoing activities and with the situation at large. For
these reasons, humans have an important role in keeping
softwareagent taskwork aligned ith its wider contexts
[30]. In their complementary rolesoftware agents can
help people cope, for example, with the volume, tempo,
computational complexity, anbighly distributed nature
of joint tasks. In addition to supporting appropriate
aspects of taskwork, agents can be used to Veslipus
aspects of team process, as will be discussed in more
detail in the next section.

Having discussed our general stratefgy engaging
automation as a partner in sensemaking and response
through software agents and analysts working together in
a cycle of coactive emergence, we will now discuss a
specific role of agents in addressing target topic two:
reducing the high volumeof uncorrelated lowevel
events.

4. Reducing the Volume of Uncorrelated
Events

In monitoring complex, higltempo data streams it is
impossible for a human teeep up with theypical flow

of uncorrelated lowevel events.Rather than requiring
workersto rely on direct sensing of the network alone,
contextsensitivesoftwareagents enablanalysts to have
mediated access toorrelateddata and informationFor
example,one of the agentsO principal sources of @ata
NetFlow record [79]. These records containformation
about source and edtination addresses of network
packets protocols and ports used, size and rate of the
flow, and other iformation. Agents are organized
hierarchically to facilitate the enrichment of NetFlow
records at multiple levels of abstraction. In this way, agent
annotations do not merely highlight ldevel indicators

of intrusion patterns, bubsteaddirectly identfy the type

of intrusion itself. For instance, instead of requiring the
analyst to notice that a configuration of connecting lines
(some of which may be obscuréa a typical display
indicates a distributed port scan, agents working on
abstracted data semtics can directly indicate the source
and naturef the attack. As another example, if a message
is anomalous because it is sending oversized packets to a
port associated with an SQL database, hidéesl agents
can abstract that message and represeag an instance
of an SQL injection attack. This ability to reduce
perception and reasoning requirements on the analyst is a
major benefit of agerthased analytics.

Agent characterization ofthe data in terms of
identifiable intrusions enables analysts tarry out
standard procedures in response. These procedures could
include the automatic configuration of visual displays that
allow the analyst to isolate intruder actions, or the
spawning of new agents to collect data related to the
identity of the netwik threats. In related projects, we are
using @ents to perform interdictory actions to prevent the
intrusion from propagating further or wasting more
network resources.

Before giving specific examples of how this is done,
we will present an overview of ouluna agent
framework named for the founder of Pensacola, Tristfn
de Lunay Arellano (151®1571).

Luna Host Environment B Luna Host Environment A

I& I& |ﬁ |&
§ 8
2 H
2 @
“ o
g Luna 2z Luna
E Environment S Environment
g 7
—T— ¢ — T —
Kp
KAoS Distributed Directory Service (OWL)
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Figure 4. Conceptual Architecture of Luna

4.1. Luna Agent Framework Overview

IHMCOsluna isan agent frameworkesigned for the
demandsof cyber operationsWithin the Sol cyber
framework, Luna agents function both as interactive
assistants to analysts and as continlyousunning
background aids to data processing and knowledge
discovery.To facilitate their use as sensemaking partners
to analysts, we have designed our software agents to be
comprehensively governed by semanticaich policies
that are defined, analyzed, and enforced by IHMCOs
KAo0S policy servicesramework[31][32][90], enabling a
high level of assurance in theleployment

KAoS policies are of two primary typesl)
authorization policies that permit or forbid a given action
by a given agent or class of agents in a given context, and
2) obligation policies that require or waive requirements
for a given action to be performed when triggered in a
specific situation More complex policies governing
things like delegation, goal refinemengnd collective
obligations are built out of these two basic kinds of
policy.

In addition to their role in directing the taskwork of
agents and in assuring safe and secure operations
machineinterpretable policies, enforcedby KAo0S
independently of agent code, alsothe primary means
by which good teamwork practices by software agents are
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assured[33][34]. In addition toregulating taskspecific
behavior whose details may also dieectedby runtime
modifiable policy constraints, each agent is governed by
policies designed to assure its obsdility (e.g.,
mandatory status updates at an appropriate frequency
in response to specified events), directability (e.g.,
immediate responsiveness to redirection due to policy
changes), interpredictability (e.g., obligation policies
assuring that redred behavior will be executed within a
specified time period), adaptation (e.g., policies governing
the range of adaptations permitted and the process of
propagation to other agents), support for multiplicity (e.qg.,
policies governing synchronization of uftiple
perspectives), and trustworthiness (e.g., policies assuring
the observability of parameters indicating the reliability of
agent operations).Luna also relies on KAoS for
capabilities such as registration, discovery, -self
description of actions andapabilities, communications
transport, and messaging. detailed technical overview
of Luna with many examples of how it exploits pgli
governance can be found[Bb5].

Figure 4shows how KAO0S integrates witthe Luna
environment and individual agents (A, B, C, and tb)
provide services and to enforce policies. An OWL
representation of Luna is maintained within the KAoS
Distributed Directory Service. Through iisteractions
with the Luna host environment, KAoS regulates the
lifecycle of both the environment (e.g., start and stop
Luna) and the agents (e.g., create, pause, resume, stop,
and move agents). Policy can also regulate environment
context for shared agentemory (e.g., getting and setting
its properties), allowing efficient parallel processing of
large data sets. An agelmased implementation of context
mirroring across different Luna environments is provided.
Through policy, the Luna host environment atgiverns
agent progress appraiba subject to which we will
returnbelow.

In order to support dynamic scalability, load balancing,
adaptive resource management, and specific application
needs, the Luna platform supports the petioyerned
option of allowng thestate of agents (vscode of agents)
to migrate between operating environments and hosts.
The Luna environment maintains agent mailboxes with
message forwarding when agents migrate. Luna state
mobility will provide the foundation for future
implementation of agent persistence (i.e., saving and
loading agent state to a persistent store).

Within the base class for Luna cyber agents are defined
some common agent tasks that can be called through
OWL descriptions. However, one of the most important
innovations in Luna is the ability to add custom agent
actions to the policy ontology, based on their Java
equivalent. This allows any newly defined Jawased
agent capability to be brought under full policy
governancelHMC provides a Java2OWL tool to assist
with this task.The Java2OWL tool can be used to browse
custom agent code, select methods to bring under policy
control, andautomaticallygenerate an OWL description
for the selected method signatures. These methods are
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then immediately available for poliies as Actions
performed by Agents of that type.

4.2. Applying Luna to Event Processing

A demandingrole played by Luna agents within our
Sol cyber frameworks its responsibility formulti-layer
agent processing and tagging of live or retrospectively
playedback NetFlow data representing worldwide
Internet traffic. A highlevel view of roles and
relationships among agents relating to thisetions is
shown in Figure 5.

. &LA
Figure 5. Agent processing and tagging of NetFlow

Incoming UDP traffic goes to a éfFlow agent for
parsing and transformation into Java objects (1). In
principle, the same or different data could be routed to
multiple NetFlow agents on the same or different hosts to
share the processing load. The NetFlow agent sends the
data to any nundy of Tagger agents that work in parallel
in reattime to tag the data (2). For example, Watchlist
agents tag data that appears on whitelists or blacklists
while IDS Match agents tag data corresponding to
intrusion detection alerts. Drawing on selectedultss
from low-level tagging agents, Attack pattern agents may
be defined to look for highdevel attack patterns. By this
means, agent annotations do not merely highlight- low
level indicators of threat patterns, but can directly identify
the type of thretitself, as described earlieA system of
semaphores ensures that all the Tagger agents have
completed their work before the NetFlow agent sends
results to the Flow Cache (3).

NetFlow Visualization agents enforce policies that
mediate data being sent @mnalyst displays, ensuring,
among other things, that data not authorized for viewing
by particular users are automatically filtered out (4).

The Bsper complex event process{36] provides
support for efficient ad hoc queries of many types that can
be initiated and consumed by other visualization agents
(e.g., our Stripchart View agent) or by agents of other
types for further processing (5). We are also considering
the use of Esper for data stream handling further upstream
in the agent analytic process.
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CoglLog Correlator agents ingest combined data from
selected Tagger agents operating on-tiea¢ data (6) and
historical data. withiran interactive archiving tool ttad
the CoglLog short for Cognitive Case Log(7). The
CoglLog is described in more detail in Section 5 below.
Unlike the reatime Tagger agents, the Correlator agent
can perform deeper kinds of analytics in Oout of bandO
mode. Among other things, thisorrelated information

can help different analysts Oconnect the dotsO between

related investigative efforise.g., when one or more
ongoing cases might overlap in interesting ways with
cases recorded within the CoglLothe Correlator agents
may send additital data annotations to NetFlow
Visualization agents and/or to agents supporting other
visualizations (e.g., Connection Graph vjeag shown in
Figure § (8). Our Attack Pattern Agents provide another
example of an oubf-band agent type. These agents
conaime and process all NetFlows (rather than just
subsets of tagged data produced by Tagger agents) in
order to learn and propagate useful threat patterns.

In the future, exploration of larger questions of
adversarial intent, attack strategies, and sa@tahections
among attackers could also proceed along similar lines of
increasing abstraction in agent processing. The ability to
reduce perception and reasoning requirements on the
analyst through fixed or ad hoc organizations of agents
processindow-leve or abstractediisual and logical data
dimensionsin a correlated wayis a major benefit of
agentbased analytics.

In the next section, we will describe some of the ways
we use agents to facilitateeontinuous knowledge
discovery and enrichment

5. Continuous Knowledge Discovery

In this section, we will introduce three capabilities
meant to address aspects of the problem of continuous
knowledge discovery and enrichmebinlike the mature
agent, policy, sharing, and visualization capabilities of
Sol, thesedols are working demonstration prototypes.

5.1. The Analyst Chat Assistant

Agents promote continuity in investigation by
continuing towork when analysts are unavailable. They
can free up analyst time by performing tedious,
distracting, complex, and higempo chores. For
example, agents can not only keep up with -ticaé
tagging of individual flows, but can also work
continuously in the background to discover higlesel
patterns, such as significant deviations froxpezted
network traffic levels.

We created the Analyst Chat Assistant asvarking
prototype to demonstratbe potential of agents for such
tasks (Figure 6). Within this tool, gants monitor
background chat sessioasd annotatespecifieddata of
interest that match certain criterige.g., IP addreses
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contained within a watchlist) Such addresses are
automatically enricad by other agents that are tasked to
look up additional metadata. Significant findings may be
categorized and posted automatically by additional agents
to the CoglLog, desdred below.

_ OX|
the C“EL ES I WK V Close fikimea_Power_And_Comms. Failure session
i imea:Traffic fomn
Scad en »
:
CO Lo o
E,
t g ‘ : 5 a.nnotatlons

ve 75.126.0.01n
89247

Post comment to Kimea:Power And Comms Failure wiki >

I t
230.86.189.247
75.126.0.0

243.250.22.232

| Enriched data

[ through agent
background
research -

Figure 6. TheAnalyst Chat Assistant

5.2. The CoglLog

As an aid foranalyst investigative and reporting tasks,
agents can also collect specified types of information
concerning workflow and investigation resulisto a
working demonstratiorprototype we call the Coglog
(Figure 7). The CoglLods a semantic Wikbased tool
within Sol that containsa log of findings pertinent to a
given investigationwhile also linking to other relevant
informationfrom prior casesinformationassociated with
each casean belogged and maintainedihile analyss
jump from chore to chore, and from case to césethe
figure shows, both analysts and agents can post data.
These postscan range from the mundane (e.g., IP
addresses, nass, pictures) to more absttantities like
lines of inquiry or Oblind alleysi®is easy to envision
how libraries of data of this sort mightrepresent an
important kind of knowledge managemeapability for
analytic work Such data could berossreferencd in
future investigatias, supporting a form of catvased
inquiry.

We have prototyped correlation agents tingplement
capabilities for making connectiors different typesby
continuously doing knowledge discovery: looking for
relationships among items of data, people, GasealystsO
activities, and lines of inquiry across individuals and
groups of analysts. For exampk&ol supports the ability
for a KAoS obligation policyto be definedto enable the
automatic creation and commissioning of a new agent to
look for addition& data or metadata relevant to a set of
flows whenever the analyst makes a selection using a
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pointer gesture. As a result, the agent might signal to the
analyst that others are also working on related threats
when it discovers a given IP address in a |nat
interface or within a previous case record in the CogLog.

In Figure 7, weOve colored different sections to show
how different kinds of CoglLog postings can combined
within the same case record. The blue pane at the top
shows excerpts from chatwithin the Analyst Chat
Assistant that were posted by an analysthe green
section, featuring a graph showing spikes in network
activity, was automatically posted by an agent. The
yellow section shows an image created inGteservatory
visualization based onnformation exported from the
Analyst Chat Assistant.

Kimea:Traffic Patteins
Contents i

Purpose
The page is dedicated to tracking and understanding trafi patterns in the Kimean network. Please add comments the add to tis discussion as appropriate
Tue Aug 24 11:01:10 CDT 2010 - by Tom

Note the flodding issue again from SCADA

<PircBot> Problems with servers This section is posted from the

<PircBot> Lots of flodding from 10.3.21 Analyst's Chat Assistant Application

<PircBot> DId you checkyour firewall?
<PircBot> Yeah, but these are valid

<PircBot> | saw somthing similiar from 77.1.2.3

Wed Aug 25 11:22:11 CDT 2010- by Tom's Agent

= This section shows the results of
an agent task and is automatically
posted by the agent

[

Wed Aug 25 14:19:15 CDT 2010 - by Tom

Some interesting SCADA chat
<Bob> server trouble

<Bob> flooding on 10.2.3.4
<Ann> Try adjusting firewall
<Bob> tried but no good
<Ann> | have seen similair from 9.8.7.6
<Bob> havent seen that before

Thu Aug 26 10:09:11 CDT 2010- by Tom

This section show and image
posted after exporting information
from the Anaylst Chat Assistant

to the Flow Capacitor

There is an unusually byte rate.

5.3. Agent Learning

Figure 7. The CogLog

Agents can augment human pattern recognition by
learning new threat patterns and presenting them to the
analyst for validation. For instance, in order to idgnt
additional attacks and targets that analysts may have
missed, a group of attacking flows and their targetdd
be selected, and an agent using our working prototype of
biologicaly inspired learning mechanisr37][38] canbe
launched to find addonal, similar flow patterns. Figure 8
shows an example wheen agentaspostedthe results
of its learningto a connectivity graph display. The green
node at the upper rigif-center represents one of the
power plantdbelonging to an analystOs own organization
along with the tafrcolored attackers and their presumed
commandandcontrol node. At the lower right is a green
node that is a likely next target, due to the fact that it is
now experiencing scan attacks from two tan nodes and
has the same configurationdavulnerabilities as the first
power plant. The large node just to the left of center is
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another likely target that sits outsidiee analystOswn
network. In this way, agent learnirign help the analyst
anticipate additional attacks and potential nesgets that
otherwise might have been overlooked.

*

LR

y, N
Figure 8. Connectivity Graph showing agent learningesults

6. Better Interactive Visualizations

Some of the most important unresolved issues about
visualization and sensemaking concern how displays
should be designed and evaluated. Most of the past work
in this vein has been guided by intuition rather than
principle, andhas beerevaluated by anecdotrather than
empirical analysis. While some amount of this is
unavoidable (andn fact desirable), we aim to do more to
develop a theorpased visualization design methodology
Building on lessons learned at IHMC about principles
of effective interactie visualization design, weill give
examples ofhow knowledge about human perception,
cognition, and collaboration relevant tgeattime
sensemakingasks can inform the design of particular
instances of visualization. We will emphasize the role of
explortion and reatime interaction with such displays as
a means of enhancing human understanding.

6.1. Visual Design Principles

Our approach teeattime cybersensemakinglisplays
is informed by lessons learned in the design of IHMCOs
highly successful OZ flight display [39][40]. The OZ
design isbased on a sophisticated understanding of the
latest research results in humperception and cognition
[82]. Due to its specially designed features,
experimentation has repeatedly demonstrated the
superiority of OZ over traditional displayin minimizing
pilot error, reducing pilot disorientation, and maintaining
situation awareness.

In addition the advantagesof its holistic display in
simplifying flight-related tasks,0Z benefits froman
explicit performance model to inform theilot of
normative system information relating to the
aerodynamics of flight for the type of aircraft being
flownN see, e.g., the four symmetric checkmbikk lines
shown in Figure 10By displaying the performance model

3 0Z relates to the classic film OThe Wizard of 0ZO and is not an
acronym.
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on the screein terms of lines and limifsOZ gives the
operator a reference poiagainst whichto compare the
evolving situation Keeping the airplane on course
becomes a simpl matter of interactive graphical
alignment rather than complex mental reasoning
[40][85][86]. The integrated performance model has an
added training benefit helicopter pilots trained usiniye
hover functionality of OZ are able to more quickly
acquire the depth of understanding necessary to master
difficult challenges unique to rotorcraft flight, and fixed
wing pilots learn faster, retain training longer, and have a
deeper understanding difie fundamental rules of flight
than their congntionallytrained counterparts
[87][88][89].

One of the majodifferences between the OZ flight
display and a cyber sensemaking display is in the
difficulty in finding the equivalent of aormative flight
performance model for computer network analysis.
Whereas the pilotOs primary task is to fly effectively
within the known parameters of a fixed aerodynamic
model, the cyber analystOs job is to accurately understand
emerging threats againite moving target of a network
that is constamyt changing in many dimensions.

For this reason, what cyber sensemaking requires is not
a control device, nor merely an informative picture of the
world, but rather a tool for formulation, exploration, and
testing of hypotheses about a dynamic situai@i[52],

p. 286N essentially the framing and reframing aspects of
sensemaking that allow humans and software agents to
QhinkOtogether[74]. It follows, then, that the utility of a
cyber sensemaking display should be evaluated
pragmatically in terms of its effectiveness in asking and
answering a serviceable range of relevant questions for
the analyst.

Thus, n light of the current emphasis oralidation
using multiple methodwithin the sensemaking literature,
the question for the system desigimcomes not only,
OHow can we helpanalysts know whether their
hypothesesare correct?O but also, OHecan we, to he
greatest possible degrease visualization, automation,
and collaboration tools to help theraxpose their
hypotheses to the liglof experience and inquiry, in order
to evaluate and refine them as thorougigypossible?0

We now discuss in more deptionse of the lessons
learned that have been applied in the development and
refinement of OZ, and that we have relied on when
appropriatein the design of cyber sensemaking displays
[74]. Additional principles of visual design used in the OZ
display are summarized [@3].

Exploit the Ambient Vision Channel. The visual field
can be divided into three channels, the focal, the
peripheral, and the ambierithe focal channel is used for
directed attentiortasks sah as readingThe peripheral
channel is useful in noticing movement, and may be
performed with or without directed attentiorhe ambient
channel is used primarily for tasks involving both focus
and movement, such as locomotion that can be
accomplished whout conscious effort or even awareness.
For example, ambient vision is used fwople to quickly
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and successfully navigate crowded hallways without
conscious thought or to catch a football on the run
[41][42][43][44].

In designing interfaces, perhaps the most restrictive
visual channel is the peripheral, which has been primarily
used for alerting the operator to changesthie work
environment[45]. There is considerable flexibility in
designing interfaces for focal vision, as the full range of
reading and symbol comprehension can Udized.
However, this flexibility can often occur at the expense of
speedrequiring foveating on a number of spots to obtain
needed data can put the operator behind the pace of
operations and can result in an overall decrease in
performance.This is an odd situation, where more
information results in lower performance. Displays
relying on ambient vision occupy a middle ground
between displays designed for use by the peripheral and
foveal vision channeldBecause of this, ambient displays
can excel whethere exists a large amount of information
requiring continual monitoring and response.

In normal circumstancesmultiple channels are
simultaneously activi84], aswhen a running quarterback
passes the ball to a receiver or when a driver reads a sign
while controlling an automobile during a turHowever
the reading of conventional cockpit instruments requires
using the focal channel sequentially, skipping from thial
dial, while the part of the visual system that is optimized
for processing locomotion information, the ambient
channel, is not entrained by instrumdatsed cockpit
displays.By way of contrastDZ exploits the wide field
of-view of the ambient channtd enable the apperception
of multiple instruments simultaneousinstead of relying
on a continual visual scan of cockpit instruments, as on
the traditional flight display shown in Figure 9 OZ
presentinformationholistically and in the context of the
current state of the world outside (Figure 10). We use a
similar approach in our Network Observatory for cyber
work (see Section 6.2 below).

Figure 9. A traditional cockpit display
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Figure 10. IHMCOs OZ flight display

Though reliance on colored linesd dots on a black
background may seem a primitive throwback to first
generation video gameshis simplicity is by design.
These elements are resilient to optical and neurological
demodulation and¢an pass information throudioth the
fast and robusambent visionchannel andhe slover and
smallerhuman focal visiorchannel[42]. Because of the
0Oz displayOs reliance on the ambient visual system, its
advantages ar shown even more dramatically in
experimental conditions where the pilot is temporarily
blinded by a flash of light (as when, e.g., impaired by lack
of oxygen) or distracted by performing auxiliary visual
tasks that rely on the focal vision system (ergading)

[41]. Moreover, presenting complex, higgmpo
information in context allows people tomore easily
maintain overall situation awareness. Presenting

information holistically allows dependencieamong key
parametersand events to be made salient through the
direct perception of visual primitives. Modifications made
to any part of the model through human input or changes
in the operating environment immedigtebffect all
related elements.

Use Proportionately Scaled Symbology. This widdy
applicable design principle can be used in virtualhy
type of interface designSymbols are proportionately
scaled when the communicative aspects of the symbols
are not overshadowed by the size, shape, or change in
other neighboring symbols. For example, having small
glyphs that change color slowly arranged next to large
glyphs that bange color rapidlywould reduce the
operatorOs ability to detect and respond to the slow color
changes. Sizing these appropriately can ensure that the
information to be communicated by the symbols is neither
muted nor excessively exaggerated.

Our displaysymbologiedfor flight and cyber situation
awareness areonstructed of visual primitives that are
resilient to optical and neurological demodulation, which
exploits both ambient and focal vision. For example, OZ
uses color, shape and scale (i.e., spdtiduency) to
construct primitives that, when viewed over a high
contrast dark background, have increased legibility,
allowing pilots to distinguish the elements clearly.
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Similarly by the iterative refinement of our cyber
displays, we have modulated chasge the size and
shape of glyphs representing different network properties
in order to assure that important information is made
salient without obfuscating neighboring glyphs.

Set a Holistic Foreground Against Contextual
Background. Displaysthat aredesgned to be processed
by the ambient visual channel caxploit movement
sensitivity and large field of view whethe displayOs
visual elements are constructddne effective approach
reliesthe principle of constructing symbology relating to
the subject b the interface as a holistic foreground
element of the display and filling the background behind
this element with symbology that conveys contextual
information[45][46]. The starfield and trplane wings of
OZ are a good example of this. The starfield continually
conveys contextual information concerning aircraft
altitude, attitude, heading and relation to other objects,
while the foreground elements indicate aircraft
performanceln our Network Observatory, this principle
is evident in the choice to have darts in the foreground
move against the background of static plafse® Section
6.2 below)

Create Structure from Motion. This principle exploits
the way thapeople naturally construct meaningful objects
based on the movement of a small number of elements.
Although this example has many more points than
necessary for a abtime demonstration it is helpful to
show as a printed imagAs the points move, it is easy to
understand the picture as a rotating sph&2.exploits
these capabilities by using movement to convey difficult,
correlated information[48][49]. One example of this
principle in the Network Observatory is evident in the
movemenm of what appear to be gritke patterns of scan
attacks that are derived from the movemenindfvidual
darts (see Figure }1

Figure 11 Structure from motion example

Leverage Pop-Out. Popout is a phenomenonhat
occurs with visual search when features of the search
target are significantly different from its surroundirgys
that the targebecomes the most salient elemetthe
visual search field45][50]. In the example below, finding
the red circle is much easier in the first field than in the
second.In the second field, thdesign of the dots in the
field have overlapped too closely, making the task of
distinguishing the target much more difficulh other
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examples, the misalignment of a foreground element to a
background element can be seen as Opopping out®s too.
part of a control interface, noticing and responding to
these differences early can significantly improve overall
operator performancdn the Network Observatorythis
principle is evident in the way the important events are
tagged by agents and made visualyient on the display.

Figure 12 Pop-out example

Chunking. Visual displays of complex data can benefit
from Ochunking® conceptyahterrelated stimulus units
[51]. This is because the human mind can commit more of
these visual elements to shtetm memory when they are
organized within such chunks than if these elements were
presented in a disasso@dtmanner. This principle is used
to great advantage in the OZ display, where complex
interrelationships within and between the aircraft and
starfield metaphors help the pilot to retain the current state
of the world. One example of this principle in the
Network Observatory is evident in the use of visual rings
to group events withimilar properties (see Figure 12
The framework manages a large logical pool of event data
that is shared by many analysts and software agents. All
actors can collaborativelyxplore, filter, and annotate the
data together within the constraints establishedthzy
KAoS policy framework.

6.2. Network Observatory Features

The Network Observatory (or Observatory, for short) is
a highly configurable, interactive 4D visualization of
network traffic. The Observatory was designed to support
several individual and group sensemaking functions,
including continuous knowledge discovery across
individuals, groups, and software agents

The Observatory is one of the primary ways analysts
view and manipulate this event data to make sense of it.
The Observatory also supports creating and directing the
population of software agents that help analyze the
massive volumes of higtempo event data.

Figure ** shows a snapshot of the Observatory. As
with the OZ cockpit display, the Network Observatory
relies on colored lines and dots on a black background.
These perceptual primitives allow for resilience in the
face of optical and neurological demodulation and exploit
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the properties of ambient vision othe basis of the
principles discussed previously.

The input to the Observatory visualization is NetFlow
or virtually any other type of record that concerns cyber
or physical events that are happening in time. For
example, NetFlow or IPFIX records contamfdrmation
about a network event time, source and destination
addresses, protocols and ports used, size and rate of the
data exchanged, and other such information.

Planes. The two planes at the top and bottom of the
display provide a spatial context foretlyraphical layout
of events. For instance, in Figure,1tBe top plane shows
a source IP map, and the bottom plane shows a destination
IP map. Each of these two planes represents the full IPv4
address space, where each point on a plane is a unique IP
addess. Analysts can drill down at any time to see a more
detailed projection of the traffic on a plane, displaying, for
example, current event records to or from all addresses
within a given network.

As alternatives to the IPv4 maps shown, different
plane types can be defined and used. For instance, the
framework can geolocate the IP addresses and project the
source and destination locations as latitude and longitude
on amap of the world (see Figure Y14Conceptually
based plandéfor instance, categorizingvents from
certain types of groups (such as criminals or nasiare
attacks) or economic sectors (such as financial or
energyN can also be defined. The number of planes need
not be limited to two; a number of them can be stacked
and arranged to suit thepology of the networks involved
and the questions of interest.

Darts. Individual event records are depicted in the
Observatory both as colored dots on the planes forming
source and destination heat maps, and also as individual
OdartsO that emanate from the top plane and move
downward over time. Thus, the darts represenhtsiry
of events, with the oldest events at the bottom and the
newest events at the top. In the configuration of the
display shown in Figures 1 and 2, each dartOs length is
proportional to the number of bytes that are being
transferred between the soumrad destination during that
network event. Although the figures are not sufficiently
zoomed in toreveal detail on the darts, each dart is
individually configured with color and various graphical
annotations. For example, the top half of each dart
typically reflects selected properties of the source plane,
whereas the bottom half usually reflects selected
properties of the destination plane. The event properties
on which dart visual characteristics are based can be
easily and dynamically redefined and rempeg to
represent other properties suchNas the case of
computer network dalhprotocol, duration, and TCP
flags.
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Figure 13.A screen snapshot of the Network Observatory annotated to illustrate the background context comprised
of source and destinationP address maps. See the text below for a more detailed explanation.

Rings. The white rings labeled with protocols and port
numbers (for example, http:80 and https:443) attract
NetFlows that have a matching source or destination port
value. This lets tha be visually grouped by the ring as
they travel downward. The rings are initially placed in
sorted order but can be manipulated with a pointing
device. For example, an analyst can interactively move
the ring to a lessongested area of the display in artte
more easily separate and monitor certain kinds of traffic.
Any event property can be used to define rings.

Controls. The Observatory is interactive and
dynamically configurable, enabling analysts to manipulate
the presentation to answearious questons about the
event data. The visualization is a 3D model that analysts
can rotate, zoom, and pan to handle data occlusion,
observe patterns that may be apparent only from certain
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perspectives, and reveal patterns of structure from motion.

The fourth dimesion the Observatory displays is
animation over time. Interface controls let the analyst
specify the timeframe of interest and the rate at which
playback time passes. Analysts can pause, rewind, and
fast forward the display for instant replay in slow ostfa
motion, enabling them to engage in different kinds of
attentive and preattentive visual information processing
[83]. Pausing the display enables the user to @ower
individual flow darts to display flow metadata. To allow
easy selection, darts can be made ObolderO automatically
when the display is pausedlhe time period represented
between the top and bottom planes can also be
dynamically adjusted to show arvemt history ranging
from weeks or days to milliseconds.
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% -victim.net"

" viétim:financial.net

Figure 14.A Network Observatory illustrating answers to common cyber sensemaking questions: 1) Network

scanning and subsequent attacks are clearly happening. 2) These attacks originate freeveral locations worldwide.
3) Attackers are launching DDoS attacks on web services (left), possibly to deceptively mask other attacks (right). 4)
Similar attacks are being repeated on both networks. 5) Attacks have disrupted web services. 6) Defensiveoap
include blocking the set of attacking addresses and relocating the web services.

Analysts select and filter the events to temporarily
isolate phenomena of interest. Selection allows textual
metadata for individual events or groups of events to be
viewed. Filters determine what events and aspects of
events are shown, including any comdtion of the event
properties (for example, source and destination addresses,
ports, protocol, countries, regions, cities, and domain
names). Analysts can direct existing software agents to
associate additional metadata with event records based on
the curent filters or selection. New classes of software
agents that may implement significant changes to the
interpretive  model can also be constructed
programmatically andropped into the mix at any time

Events that are tagged will visually pop out when the
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filters are removed. This ability to tag events and direct
the analystsO attention is key to analysts and software
agents working together to make sense of the events.
Selections of interest can also be shared among different
analysts and groups and viewad the other kinds of
cyber displays available in the Sol framework.

6.3. Distributed Denial-of-Service Example

The screenshobf the Observatory in Figure 14
illustrates how analysts and software agents use
visualization to collaboratively answer the bstsO key
guestions about the situation. In this instance, one
software agent identified the sources of network scanning
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behavior and tagged all events originating from one of

these sources, such that the tails of the corresponding

darts are shown in rednother software agent identified

the sources of distributed denial of service (DDoS) attacks

and tagged all traffic from these IP addresses, such that

the tails of all darts are shown in white. Analysts use the

agentprovided highlights to focus their tantion on

pertinent events and context that can answer important

cyber sensemaking questions:

¥ Are attacks happening? Yes, attacks have been
launched against both the OvictimO and Ovictim
financiald networks, as shown by the events
displayed in red and wis.

¥ What is their origin? The attacks originate from
multiple locations worldwide, as shown on the world
maps at the top of Figure **. By way of contrast, the
display shows that command and control elements of
the attack are located in only a few geographi
regions.

¥ What are the attackers trying to do? The gridlike
patterns shown in red indicate network scanning to
identify which addresses in each network have
machines and services that may be vulnerable. The
simultaneous sets of frequent requests fromtipial
sources are indicative of a DDoS attack that is
intended to disrupt the provision of services from the
target machine. This type of flooding behavior might
also serve as an effective ploy both to dazzle a
defender and to mask other types of attatikdeed,
this actually may be the case with the set of event
glyphs shown in orange.

¥  What might the attackers do next? The earlier attack
on the victimfinancial network that appears at the
lower right uses the same sources and similar
methods to the subseent attack, so the analysts
hypothesize that events will unfold in much the same
way during the attack on the victim network at the
lower left.

¥ How do the attacks affect my mission now and how
might they affect it in the future? The sets of green
glyphs brming nearly solid crossing lines on the left
represent the expected continuous interaction
between Web services in the two networks. Thus, the
gap indicating a lack of activityshows that the
attacks have resulted in temporary disruption of the
service nteractions and have negatively impacted the
organizational mission.

¥ What options do | have to defend against these
attacks? Because the attacks originate from relatively
few sources and there do not appear to be other
legitimate requests from the attackiaddresses, one
option is to block requests from the source IP
addresses. Another available defensive option is to

change the IP addresses of the hosts being attacked.

This move would require the attacker to recognize the
change and retarget the attacks.

6.4. Multiple Layered Plane Examples
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Limitations of Parallel Coordinate Graph Approaches.
Parallel coordinate graphs are a common way of
visualizing data with a large number of constituent
features. These graphs show connections between feature
values based on a given set of data, usually with each
feature dimension represented by a vertical line, which
normalizes that features values in to a continuous range
over the length of the line, or in equalipaced points for
discrete featre values. For example, Figure $Bows a
parallel coordinates type display eall VisFlowConnect
[53]. External senders are showan the left, internal hosts
in the center, and external receivers on the right. This
visualization facilitates recognition of intrusions such as
port scans or distributed deniaf-service attacks.

While such interfaces are easy to read in-ilmlume,
smadl network situations, they place a large burden on the
operator to notice the patterns indicative of intrusions.
Even with large or multiple screens, clutter from
overlapping connection lines in larger networks can
increase to the point where importanfioimation needed
by the analyst to recognize the patterns indicative of
intrusions may be obscured. Our approach, coupled with
the agent annotations described in the next section, helps
address these and other of the drawbacks of conventional
parallel coodinate graphs.

Analog Time

N :‘/

External Receiving
Domain
|~
External Sender 1
Domain s
Internal Host
L
Digital Time
and Date

e

Time Window
Indicator
Time Axis

F

Figure 15. VisFlowConnect parallel coordinates view

Layering Planes in the Observatory. In the base
configuration of the Observatory, planes are shown only
on the top and bottom of the diapl(see Figures 13 and
14). However, simple readigurations of the Observatory
allow any number of additional planes to kertically
layered and precisely positionedo they sort the
downward path of the flow darts. Because the data are
shown in planar form, combinations of features can be
displayed i two dimensions (e.g., packet size packets
per second). In this way, each plane itself contributes to
the understanding of the network situation

At each vertical layer, all the flows may pass through a
single plane that visually highlights their imtiual

: See[54] for a survey of visualization approaches for network situation
awareness.
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features. Alternatively, the flows can be routed by
Boolean operators into one of multiple planes (e.g., a
plane that captures flows within our network vs. a second
plane that captures flows outside our network), allowing
analysts to distinguish vigsual separation the interesting
characteristics of the data versus the mundane. By
building visual separation into the graphical model, the
analyst gaingomparative information (e.g., proportion of
threats going to hosts in the energy sector vs. ttanéial
sector) andcorrelative information, by seeing untagged
flows that are behaving similarly to tagged flows. By
allowing analysts to construct a custom environment of
heterogeneous planes that separate and characterize the
flows, the Observatory ales the incremental formulation
of a whole series of hypotheses constitutindire of
inquiry, at the price of some added complexity for the
novice user. Usefulanfigurationsof planes(i.e., lines of
inquiry) can be archiveih the CoglLodor futurereuse in
analogous situation®©ne could envision whole libraries
of such inquiry tools

Network Penetration Example. The planeayering
features of the Observatoaye frequeny usedin training
exercisego allow simultaneous viewing &f classroom of
trainees engaged in anomaly detection and problem
solving. For examplefigure 16focuses on four students
who are engaged in a network penetration testing
exercise. As they successively penetrate one subnet after
another, Osoda strawO glyphs indicatingéling success
allow instructors to see the relative progress of each
student at a glance.

Student 1

Student 2

Student 3 Student 4

Figure 16. Observatory focusing on four trainees in a
classroom engaged in a network penetration exercise.
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Exploring a line of inquiry in a SCADA scenario. As
an example of how themulti-plane features of the
Observatory suppos line of inquiry, consider a network
analyst who is investigating a series of attacks on port
20000 to the critical infrastructure of a set of electrical
power plants. Wondering whethemnya attackers were
missed in the original report, the analyst widens the
search for attackers to include flows using SCADA
related protocols originating from a larger geographical
area and using not only port 20000 but also neighboring
ports of significancéo SCADA systems. The analyst uses
the Observatory to define a first plane that plots the use of
SCADA protocols on all related ports for the larger
geographical region.

Having discovered some previdys unrecognized
attackers in this way, the analyst&tes a second vertical
layer in order to answer the question of whether a
particular regional utility company is the sole target of the
of the attack, or whether a second utility in the same
region is also being threatened. The new layer consists of
two planes, one of which captures flows going to portions
of the IP space corresponding to one regional utility
company and the second of which captures flows going to
portions of the IP space used by a second company.

Having discovered thaattacks ardargeting all power
utilities in the region, and not just one particular supplier,
the analyst now wants to know who needs to be advised
of the situation. The analyst constructs a third layer,
consisting of two geographical planes that respectively
capturethe physical locations of the plants under attack.
PC30 enables the analyst to discover that, in the case of
the first utility, only the supervisor for a small region
needs notification, while in the case of the second utility,
multiple regional supervise need to be advised.

7. Collaboration and Sharing

In our observations of groups of analysts at work, we
have noticed a tendency for them to work solo, even when
coordination would be easy and beneficial. For example,
at Tracer-IRE exercises (see Sectid® below), analysts
were asked to work as team competitively to solve a
series of problems. It was not unusual for two or more
individuals to be workingndependently oéach other, not
even making it known to others around the table which
aspect of whictproblem they were currently focused on.
Based on anecdotal evidence, we surmise that some of
this is due to the selection traits of those entering the field,
as well as to the tendency, especially within small
organizations, to place such individuals misolated role
where they may be the sole performer and/or where they
are rewarded for individual rather than group
performance. We could do very little to addressch
problems, but our cognitiveask analysis gave us some
indication that there were othareas where we could
provide help.

First, correlation agents such as those described above
could help make analysts award situations where
information sharing could be useful, including the sharing
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of data about relevant past cases. Second, we caeld u
agents to enable the sharing of richer kinds of information
among distributed groups. Third, we could use the KAoS
policy framework to define and govern information
sharing opportunities in line with organizational
imperatives. Fourth, we can considerowh shared
visualizatons, such as those that might appearlayge
displays at the front of a room housingNOC, could be
used to better purposes.

Making Sense of Teamwork. One way which Sol agents
support teamwork is through agerénabled shared
windowing and selection in analyst display3ur current
implementation enablesfficient joint control and remote
viewing of all or part of a visual perspective while
minimizing network loads. Selections of objects within
views can also be shared across platfoamd exploited
across different types of views or in directing agent
processing of informationThe content being shared can
be governed by digital policy, as described in more details
below in the discussion of the Live Advisory (Section 8
below). In the future, new kinds of visualizations can
straightforwardly reuse these foundational capabilities.

Making Sense of Work Context. Shared visualizations,
such as might appear on a large display at the front of a
room housing &OC, have generally suffered fromlack
of careful study of what kinds of information might be
most useful to display in such a fashion in a given
context. During our discussions with practitionerge
have considered various possibilities for the kinds of
information that could be inctled in such displays.
Among examples seen as most promisingare: status of
progress on individual and group goals ansksa tasks
where help is neededr for which help can be given,
availability of others to help (or not), questions that still
remain andanswers that have been obtained, requests for
alternative interpretations, notices oflamaging or
potentially damagingvents, timelines of critical events,
and graphical summaries useful for commanders trying to
get a quick picture of the current situatior needingd
develop a quick status reportaarm.
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Figure 17. Mock-up of a FishTank dsplay. Note that this
hand-drawn image contains some additional graphics (e.g.,
the sparklines) that were ot implemented in the prototype

In support of this objective, we implemented an initial
demonstrationprototype of whatwe have called the
OFishtan®(Figure 17. The idea of the FishTantisplay

20

is to enable continuous progress apprdis8] by groups

of analysts through a visualization thmaight helpthem to
easily see what tasks and which human and/or agent team
members are significantly ahead or behind schedule, and
thus replan their own eifts on interdependent tasks
accordingly. The name OFishTankO for the concept comes
from the idea of tasks needing attention and team
members needing help rising gradually upward on the
display according to their urgency, like dead fish floating
to the topof a fishbowl.

8. Minimizing Tedious Work

Thereis much that could be done to help analysts with the
burdens otediouseveryday work. We considered that, in
general, agents provide an interesting solution both to the
problem of sharing of actionable exp&nowledge with
lessexperienced analysts and preserving such knowledge
when analysts left or retired. For exampte addition to
sharing knowhow verbally with close colleagues
analysts could share such knowledpgickly across an
entire organizatioty creating an agent that embodied the
task in question and putting it in a library that could be
accessed by others.

We also developed a prototype to deal with the burden
of generating and sharing warnings and advisBiries
typically one by chat or phone gpresentWe reasoned
that aents could provide rich, active, and actionable
information by generating advisories, indications, and
warnings in the form of intelligent, dynamic, multimedia
components that can be shared remotely. For instance, in
order to ndify the power plantshatare likely next targets
of attack, as discussed in the learning example above, the
analyst can graphically select the nodes in question and
send what we call a Olive advisoryO in order to notify, and
even provide active assistanto, remote colleagues

Our Olive advisoryO is an agent that contains not Ojust
the factsO of a situation, but also corgtaictive analytic
tools, views, and capabilities useful in ongoing
monitoring and response to a threat. In addition, analyst
expertsecan beembodiedactivelyin the live agentshat
are sent to colleagues, rather thartluded passivelyn
OdeadO notes and repdBscause the Live Advisory is
encapsulated within an agent, every aspect of its actions
can be governed by poliSlyfrom the decision about
whether or not the receiver can accept delivery, to the
dynamic determination of which parts of the content of
the displays can be viewed by a given recipient, to the
determination of whether or not the protective action
recommended by theender can be trusted.

Figure 18shows an examplé®nce remote colleagues
receive a Live Advisory, they can open it up gecurity
policy permitg to view the ration& of the sendeffor
sharing this information with them.In addition to the
summary text at the top of the display, the analyst may
replay past data or connect to live data relevant to their
problem through one or more views encapsulated as
agents. The tabs labeled OdefendO and OrespondO (not y«
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operational) wee intended to illustrate thefuture
possibility of using the OLive AdvisoryOdirectly to
engagen protective actions, thus saving valuable time.

800 Live Advisory
Live Advisory: SCADA Advisory 1072

Effective Date: | Mon 10/04/2010 ||~

Expiration Date: Mon 10/04/2010 |~

Summary of Advlmry

This advi on Johnson Controls SCADA ylms(h ugh UPD o
ports 20000 dMBlS Th attac k ers m yb bl m ot access to the con
trol station if "best practice: rity settings (Iyppld

Monitor . Defend  Respond |
aunci

Launch

Figure 18. Live Advisory Example

9. Scalability and Resilience

The Sol framework has been architected flynamic
scalability across varying computing and network
resources. In addition, the principles we have used
create theunderlying agent framework lend themselves
well to resilient performancensuring mission continuity,
even when under attack or exigmcing failures.We
explain these concepts in more detail below.

9.1. Dynamic Scalability

Agents enhance system scalabilityfour ways. First,
by their capacity toautomatically adapto changes in
arrangements among highly distributed, rapidly
reconfgurable serviceoriented computing platforms
Policy-based governance of agents allows any change in
the state of the world or in the availability or
configuration of computing resources to be reflected in
changes to agent behavi®@econd,multi-agent sgtems
facilitate the augmentation of system capabilities at
runtimeN thus, extensibility to new kinds of threats is as
easy as plugging in a new agsrir adding new
behaviors to existing one¥hird, becausehe overall Sol
architectureleverageghe inherentistributed computing
capabilities otheagent platform, virtually every aspect of
system performance can be multiplied in proportion to the
amount of distributed computing resources k&N
from a single standalone host or device to adlou

Finally, dynamic reconfiguration of processing among
different servers or between clients and servers is made
possble by Luna As briefly mentioned earlier in the
article the Luna platform supports the option of allowing
agents to migrate between ogkmg environments and
hosts In principle, this would allow Sol to maintain
session continuity when an analyst moves to a different
workstation host or even to a portable devibdéost
mobile agent platforms support only strong mobility,
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where executableode is moved, oweak mobility, where
agents can move while preserving essential aspects of
their execution stat§s6]. In addition tovoluntary weak
mobility, Luna supports forced mobility where, with
complete transparency to the agents themselagents
may be moved from one system to another by an external
asynchronous request. Since orthe agent execution
stateis moved, not the agent software itself, the Luna
platform is protected from the security vulnerabilities of
typical code migration approaches to agent mobility.

We have anticipated the benefits of parallel processing
in certain portions of our framework. For exampléiles
the impressive performance ofir current version of the
Observatorymanipulation of 68 million particles in real
time) relies on higly efficient singlechip graphics
processing[57], the parallel processing enabled blyis
architectural approach could Helly exploited in the
future.

Resilient performance of the macrocognitive system is
a key objetive of our design. Wdiscuss oufuture plans
to address this issue through polycentric governance
below.

9.2. Resilience Through Polycentric
Governance

Within the framework of resilient systems engineering,
Branlat and Woods have discussexgbortant patterns that
lead to faure in complex systemd4]. The focus of this
section is how agents might be used to progig®ort for
adaptive performance in the face of stressors and surprise
through the principles gfolycentric governanci81].

A relatednotion of organic resilienc¢58] was inspired
by the concept of Oorganic computing@pgsed in
MYller-Schloer[59]. Organic resilience relies heavily on
biologicaly inspired analogues and selfganizing
strategies for the management and defense of distributed
complex systems. Carvalhet,al. have prewously applied
the concept for the defense of tactical communication
systemg58] and missiorcritical cloud aplications[60].

The concept focuses on the design of emergent
coordination mechanisms through local gradients and
implicit signaling. Multi-layer defense frameworks
following the same principles were later develoged
critical infrastructure protection and distributed control
systems [61][62][63]. These infrastructures included
humans as an integral part of the system, working in
collaboration with software agemtto improve system
resilience. This approach seems well suited to
applications such as the one described in this article.

The use ofsemanticdl rich policiesto help achieve
polycentric governanckuilds on our contributions to the
DARPA Ultra*Log program. In that effort, IHMCOs
KAoS Policy Services Framewor31][32] was used in
conjunction with sftwareagentsto assure the scalability,
robustness, and survivability of logistics functionality in
the face of information warfare attacks or severely
constrained or compromised computing and network
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resources[64][65]. In a review of alternativepolicy
language approachespresentedby the NSA-sponsored
Digital Policy Management (DPM) Architecture Group
KAoS was highlighted as the Orecommended policy
ontology sarting pointO[66]. Following subsequent
collaborative efforts by DPM and IHMGhe KAoScore
ontology was adoptedas the basis for future standards
efforts n DPM [67]. Impressive system performance
results have being demonstrated in a simulated
environment within the AFRL Tactical Servi€riented
Architecture (SOA) program and also as part of the Army
CERDEC JTEN (Joint Tactical Edge Network) program
[32]. In addition to the work mentioned above, Wwave
drawn on concepts and an initial implementation of the
notion of collective obligation policiedevelopedby van
Diggelen,et al. [68][69].

Because the latest evolution thiese particular aspects
of ourapproach to increasing resilieniceSol is currently
the subject of active research and has not yet been fully
implemented, we sketch its major elements only briefly.

As with many biological systems, the goal of an
approach that relies on polycentric governaisc® avoid
static and centralizesinglepoint-of-failure solutions for
organizing work to the greatest degree practical. Thus,
although groups of agents within the system are
collectively responsible for jointly executing various
tasks, the specific responsibilities assigned to ageets a
not fully determinedn advance. The goal is to allow the
agents to selbrganize within the constraints of their
individual capabilities and current availability. As
describedn Carvalho.et al. [58][60], the premise ofuch
resiliencedepends orunderstanding the advantages and
disadvantages of particular techniques faelf
organization for different problems within a given
situation and computing environment.

The use otollective obligationss critical for practical
applications of polycentric governance Whereas an
individual obligation is a policy constraint thatsgeibes
what must be done by a particular individual, collective
obligations are used to explicitly represent a given agentOs
responsibilities within a group to whiclt belong,
without specifying in advance who must do what. In other
words, in a collectie obligation, it is the group as a whole
that becomes responsible, with individual members of the
group sharing the obligation at an abstract level.

The execution and enforcement of collective
obligations requires different mechanisms for different
contexts. For some applications, a specialized planning
system, spanning a group of agents, may be the best
approach. However, in this case our commitment to a
biologicaly inspired approach requires that the agents
themselves, rather than some centralizeapability,
organize the work. In our case, we expect that the agents
themselves usually will be in the best position to detect
local triggers for collective obligations (e.g., potential
threats or opportunities), to determine what support they
can offer through their own resources and individual
capabilities, and what information should be shared
among peers and with agents elsewhere in the system.
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The selforganizing nature of thesystem enables the
agents to revisit responsibilities and resource aliooat
themselves, as needed, on an ongoing basis.

Applied in a manner consistent witpolycentric
governance we believe thatpolicy-based collective
obligations provide the regulatory mechanisms to enable
effective and coactive coordination algorithfos agents
Moreover, we envision the implementation gfolicy-
learning mechanismthat could rapidly propagate lessons
learned about productive and unproductive actitms
whole classes of actors.

10. Performance Studies

We have not yet been providedth the opportunity for
robust experimental validation of the framework, but we
have relied onliterature reviews,observations,and
whenever possible, directfeedback from analysts
representingseveral organizations to guide the work. In
large measure, we attite the enthusiastic feedback
about the potential of the framewoik our interactions
with practitioners to the design principles whose
foundations lie in research ithe cognitive and social
sciencs. In this section, we describe recent resirsn
emgrical studies that form &oundationfor our efforts to
formally evaluate the effectiveness of the Sol framework
in the future as well as to investigate variabyliin
individuals and teams.

10.1. Accommodating Variability in
Individual Processes

A common simplifying assumption ingtdevelopment
of software toolsand organizational and team processes is
to assume that individuals and teams are sidlad that
there is a sigle best solutionthat may be employed
across organizations, teamsand indviduals. More
realistically, however, it has been repeatedly
demonstrated thateoplewill explore a range of strategies
and depending on operational constraints and individual
attributes, will gravitate to the strategy that has the
greatest perceived lity. Consequently, designers must
accommodate this variability by avoiding design features
thatunnecessarily constrain users.

Individual differences in cognitive and psychological
characteristics and aptitudes have long been a topic of
research interest&ind numerous attributes have been
identified and associated measures developed to assess
specific individuals.Likewise, differences in team and
organizational processes have been studied extensively
and it is recognized that there are basic differerbat
impact operations and the effectiveness with which teams
function within different contextg0].

At an individual leveljt would be valuableo be able
to anticipate the strategywomeonewould select when
presented with a task offering clear strategy alternagtives
based on an understanding of relevant cognitive attsbute
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This hypothesis was examined in a series of studies
conducted jointly by Sandia Natidnaaboratories, the
University of Notre Dame and the University of Memphis
[70]. In these studies, individuals completed an extensive
battery of tests taharacterize their cognitive aptitudes
(e.g, working memory capacity, spatial reasug,
analogical reasoningWVhen presented various tasks that
could be effectively performed using multiple strategies
(e.g, line tracing, binary decision, NASA Mulfittribute
Test Battery), participants explored aitative strategies
and generally settled on a preferred strategy.
Unfortunately there was very little success linking
cognitive attributes to selected strategiddowever,
cognitive attributes as measuredby the Random
Associates Test (RAT)did prove to be effective
predictors of the extent to which individuals would
explore alternative strategies and tB8PAN (a measure

of working memory capacity) was correlated with the
propensity of individuals to switcstrategies over a series
of trials.

These findings regarding strategy switching imply that
placed in an operational work environment, individuals
differ in their tendency to explore alternative strategies for
accomplishing task objectivegVhile this mayoften be
attributed to increasing knowledge and skill, with some
individuals, there appears to be a restlessness that occurs
after doing the same thing the same way for some period
of time. Consequently, designers must recognize that
within some portion bthe user population, there is going
to be a basic tendency to experimensing tools in
different way&l some of whichwill surely not have been
anticipated by designer

It seems safe to extend #esconclusions beyond the
behavior of individuals to alsdescribeteam cognitionlt
is conjectured thatifferent teams will demonstrate a
differential tendency to explore different strategies over
time. This premise has recently been observed within
teams of cyber analysts participating in red versus blue
tean exercises.

10.2. Tracer FIRE Studies

The Tracer FIRE (Forensic Incident [Resse
Exercise) is a governmenbordinated event in which
cyber analysts from various government agencies
participate as teams in a red versus blue exercise.
Observations were nda by Forsythe and Bradshaat an
event that occurred in February 20This event involved
ten teamseach composed dive to eight individuals.
Teams were provided a simulated enterprise network and
presented various challenges that required they defend
their network against various attacks, including detecting
and reverse engineering malware infecting their network.
The exercise extended over three days and teams were
awarded points based on their success in responding to
various challenges.

Within the context of the Tracer FIRE exercise, the
tools and competition placed minimal constraints on the
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team processes adopted by a given team or the strategies
pursued with respect to the competitiofhis proved
advantageous because it allowed the teams toomnigt
exercise what they knew about cyldefenseanalysis, but

to also gain experience working on a team with different
individuals, who possessed different skills and levels of
experience.

During days one and two of the event, each team was
interviewed by Forsytheregarding their strategy toward
the game, as well as their team proces§¥sthe ten
teams, there were nine unique strategies obsdrvéuke
competition.These strategies involved various approaches
to prioritizing the challenges, as well aspegaches for
gaming the competition (e,gscare off other teams by
making a concerted effort to be the first team to get points
on a given challenge following its introduction).

Additionally, each of the teams described a somewhat
uniqgue team organizatiorand team processeg-or
instance, some teams would discuss activities and divide
up the tasks based on who had the best experi@tber
teams had two or more experienced individuals who took
the lead with the remaining team members focused on
supportingthem. Still other teams divided into subteams
with groups of two or three individuals working together.
Of particularinterest most of the teams noted that they
had switched strategies one or more times over the course
of the event.Often, strategy swittes reflected their
having gained a better understanding of the competition,
but in other casethe switchingcorresponded to the teams
actively seekinga more effective division of labor and
approacho the competition.

Within operational settings, one gnassume that both
individuals and teams are going to similarly explore
alternative strategies and developers of tools and
processes implemented within these settings must be
conscious of this diversity and enable teams to be
maximally effective given thestrategies and team
processes that they select.

11. Status and Plans for Future Work

SolOdNetwork Observatory has been running without
interruption (except for maintenance updates) on the
Florida Institute for Human and Machine Cognition
(IHMC) network shce mid2013 to allow visualization
and monitoring of Internet traffic interacting with our
servers. It has also been delivered to government sponsors
for use in various other settings. For instance, a specially
configured version of the software was defied for
routine use in ongoing exercises for cyber analysts in
training. Highlighting its usefulness for sensemaking of
physical rather than cyber events, the National Center for
Food Protection and Defense (NCFPD) is partnering with
IHMC on tools and sategies for monitoring and
protecting critical supply chains.

The Observatory enables network analysts to see and
understand Internet traffic in effective new ways. One
experienced analyst from a prominent government lab
who has used the display to analygateway traffic at
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their network operations center wrote, OThe files with
DDOS really do OpopO in the display. The images
dramatically clarify the abnormality of the DNS during
that timeframe; you cannot miss the widths standing out
from the rest of the RIS transactions.O

Below we outline a few areas for future work:
coactivity in adversarial situatiorsd formal evaluations
of the effectiveness of Sol.

Coactivity in adversarial situations. Of course, not
only participants in cyber defense, but also their
adversaries are engaged in a coactive process involving
mutual intentional adaptation to peers and to f&&% In
contrast to peeoriented adaptations, the inte of
adaptations to foes is to disrupt any activity thought to be
useful to oneOs adversays an example, OMoving
Target DefenseO (MTD) strategiedlow networked
computersto change their structure and configuration
dynamically while maintaining their functionality and
availability to legitimate user§71]. The goal ofthese
constant changes to present attackers with an uncertain
and unpredictable target. the target changes quickly
enough, it will be too difficult for attackers to succeed in
their malicious intent.

While encouraging results have beealizedfor some
of the proofof-concept implementations of the proposed
MTD concepts, there are still quems regarding their
applicability and practical use. There are important
interdependencies between individual defense tools and
the functionality of critical applications and services.
Furthermore, different operational contexts are likely to
require diferent configuration requirements for individual
defense tools or groups of tools. This is especially
important when taking into account the adaptation (er co
evolution) of the adversary. Thus, it is important to start
addressing the coordination, or themanand and control
aspects of moving target defense tools.

We believe that a MT defense infrastructure must be
able to combine, manage and optimize the use of multiple
moving target defenses, under different operational
conditional and mission requirement¥e also recognize
that effective coordination mechanism for these complex
environments must account for both the highel
understanding and framing on operational settings, as well
as the low level distributed monitoring and control
enabled by intellignt software components. To this end,
we are cumently working on a humaagent éamwork
approach for MTD Command and Contfo2].

Formal evaluations of the effectiveness of Sol. We
anticipate futurecontrolled experimentation studid¢kat
will allow us to formally evaluate the effectiveness of the
Sol framework. In addition to evaluating the tools
themselves, we aim to understand how to support
individual and team diversity, to support collaborative
processes, and to accelerate indiingl and team learning.
Moreover, in contrast to the many standalone models of
cyber defense or attack processes, a joint model based on
simultaneous investigation of both processes is sorely
needed. The questions and results discussed by Branlat
and his olleagues[12] point the way forward from
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previousstudies that typicallyfocused ontechnological
dimensions of the domain ardsociated knowledge and
skills to future studies incorporatindiumancentered
research to uncover and address the difficulties
experienced by network defenders.

Though the current version of Sol takes only a few
initial steps toward the vision of using agsujpported
coactive emergence as sensemaking strategy for
cybersecurity work, we are convinced that the principles
we have outlined in this paper hold great promise for the
future. In complex anchigh-tempo work, we canOt afford
anything less than full engagement tife perceptual
strergths, experienceand knowhow manifested in both
humans andsoftware agentsas we grapplewith the
increasing number argkverity of cyberattacks.
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